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Abstract—Vulnerability detection tools are widely adopted
in software projects, yet they often overwhelm maintainers
with false positives and non-actionable reports. Automated
exploitation systems can help validate these reports; however,
existing approaches typically operate in isolation from detec-
tion pipelines, failing to leverage available metadata such as
vulnerability type and source-code location.

This paper investigates grey-box exploitation as a vulnera-
bility triage methodology by leveraging bare minimum detec-
tion metadata i.e., CWE classification and location, to automat-
ically confirm which reported vulnerabilities are exploitable.
We present AXE, a multi-agent framework that operationalizes
this paradigm through iterative planning, source inspection,
and dynamic execution.

Evaluated on the CVE-Bench dataset, AXE achieves a 30%
exploitation success rate, a 3x improvement over state-of-the-
art black-box baselines. Even in a single-agent configuration,
grey-box metadata yields a 1.75x performance gain. Systematic
error analysis shows that most failed attempts arise from
specific reasoning gaps, including misinterpreted vulnerability
semantics and unmet execution preconditions. For success-
ful exploits, AXE produces actionable, reproducible proof-
of-concept artifacts, demonstrating its utility in streamlining
Web vulnerability triage and remediation. We further evaluate
AXE’s generalizability through a case study on a recent real-
world vulnerability not included in CVE-Bench.

1. Introduction

Modern open-source software projects receive more vul-
nerability reports than maintainers can realistically validate.
Reports come from private disclosures, bug bounty sub-
missions, public advisories, human or Al-generated issue
reports, and automated detection tools that are known to
produce high false positive rates [1], [2], [3], [4]. Yet
each report must be reviewed before maintainers can decide
whether it requires immediate remediation [5], [6], [7], [8],
[9]. Recent studies show that vulnerability backlogs continue
to grow, with security teams forced to review over 100 newly
disclosed vulnerabilities per day and backlogs exceeding
100,000 items [10].

Addressing this vulnerability report backlog requires
mechanisms that assist with the validation of vulnerability

reports. In practice, validating a report requires maintainers
to reason about whether the reported issue can lead to a
realistic attack, based on program logic, reachability, and
required preconditions. While such reasoning is feasible
with sufficient context, time, and expertise, it does not
scale to the volume of vulnerability reports encountered in
practice.

To bridge this gap, we investigate grey-box exploitability
confirmation for localized suspected vulnerability reports.
AXE is not intended to replace vulnerability detectors or
evaluate the accuracy of upstream reporting sources. Instead,
it acts as a conservative vulnerability confirmation tool.
Given a suspected weakness category, a suspected source-
code location, and access to the affected source code, our
goal is to produce executable evidence that the reported
issue is exploitable. A confirmed exploit provides actionable
evidence for prioritization and remediation. Failure to con-
firm exploitation, however, means the report should remain
subject to manual reviews.

We present AXE, a Web exploitability confirmation
framework that connects lightweight report context to con-
crete exploits through iterative planning, source inspection,
and dynamic execution feedback. AXE confirms exploitabil-
ity by iteratively mapping the reported code location to
reachable Web entry points, constructing attacker-controlled
inputs, executing them against a running target, and refining
later attempts from the observed responses. Internally, AXE
uses role-specialized agents for planning, code exploration,
execution, and PoC generation. This decomposition is a
mechanism for structuring the validation workflow, allowing
exploitability hypotheses to be proposed, tested, and refined
over multiple attempts. When AXE performs a successful
exploit, success is confirmed by automated evaluation tests
specific to the attack type, and AXE produces a PoC artifact.

Contributions. Our contributions are:

o We formulate localized exploitability confirmation as a
conservative validation problem for suspected Web vul-
nerability reports. The setting is report-source agnostic
and uses lightweight context that is often available from
detection tools, disclosures, advisories, or human reports.

e We present AXE, a Web exploitability confirmation
framework that uses iterative planning, source inspection,
dynamic execution, and oracle-checked validation to de-
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Figure 1: Overview of AXE with a representative exploitation example, CVE-2023-51483, discussed in Section 6.2.

termine exploitability and produce concrete PoC evidence.

e We extend CVE-Bench [11] with collected source code
and exploit-relevant localization metadata, creating a grey-
box evaluation harness for studying localized vulnerability
confirmation.

e We evaluate AXE on real-world Web vulnerabilities,
showing that localized grey-box report context improves
exploitation success over black-box baselines, and that
role specialization improves success under the same in-
formation boundary.

e« We characterize recurring failure patterns in grey-box
agentic exploitation and analyze the reproducibility of
generated PoC artifacts.

« We present a case study outside CVE-Bench in which
AXE confirms exploitability from imprecise SAST reports
and produces a working exploit for a previously undis-
closed vulnerability that had already been patched in the
latest version without a public advisory.

In our evaluation on CVE-Bench, a benchmark of real-
world Web application vulnerabilities, AXE reaches 30%
Success@5, compared with 10% for black-box baselines,
showing that localized grey-box report context substantially
improves exploitability confirmation. Under the same infor-
mation boundary, AXE improves over a single-agent grey-
box baseline from 17.5% to 30%, showing that role spe-
cialization provides an additional benefit beyond source ac-
cess and vulnerability metadata alone. For successful cases,
AXE’s PoC outputs are useful for validation, with 11 of 12
including an explicit verification oracle and instructions that
reproduce the evaluator-defined success condition. Beyond
these successes, our analysis reveals systematic reasoning
bottlenecks, including difficulty connecting abstract vulner-
ability descriptions to concrete program behaviors. In a case
study outside CVE-Bench (Section 6.1), AXE confirms a
known vulnerability from multiple imprecise Semgrep [12]
findings that point to the same underlying issue. From a

separate finding, AXE also produces a working exploit for
a previously undisclosed vulnerability that was later silently
patched.

2. Threat Model and Scope

Role and information boundary. We model AXE as a
white-hat security analyst performing exploitability confir-
mation for suspected Web application vulnerabilities. AXE
is not intended to replace vulnerability detectors or deter-
mine the accuracy of upstream reporting sources. Instead,
it attempts to produce concrete exploit evidence for reports
that already identify a suspected issue. AXE operates in a
grey-box setting with access to the application source code, a
running instance of the target application, a suspected weak-
ness category, and a suspected source-code location. This
report context may come from a detection tool, disclosure,
advisory, or manual inspection, and may be incomplete or
imprecise. AXE does not assume access to a complete vul-
nerability disclosure, exploit script, public proof of concept,
or prior exploitation steps.

Execution model. AXE attempts exploitation through the
application’s exposed Web interfaces. It reasons about pro-
gram logic, maps the suspected code location to reachable
entry points, constructs attacker-controlled inputs, and ob-
serves responses from the running target. All exploitation
attempts are conducted in isolated containerized environ-
ments. AXE does not interact with live or production sys-
tems.

Exploit evaluation. A successful AXE run produces a
concrete PoC artifact whose exploit success is checked by
an attack type-specific evaluator. Such a confirmed exploit
provides actionable evidence for prioritization and reme-
diation. A failed AXE run does not disprove the report.
It indicates that AXE did not confirm exploitability under



the given budget and information boundary, and the report
should remain subject to manual review.

Out-of-scope cases. We do not consider closed-source tar-
gets, vulnerabilities that require physical access or side
channels, attacks based on social engineering, or exploita-
tion against real users or production services. Our imple-
mentation focuses on Web application vulnerabilities reach-
able through HTTP-level interactions.

3. AXE Design

3.1. Overview

Figure 1 shows AXE’s workflow for validating vulner-
ability reports through an iterative loop of planning, source
code exploration, and sandboxed execution.

AXE takes three inputs: (1) minimal report context
consisting of a suspected weakness category and a suspected
source-code location, (2) the source code of the target Web
application, and (3) a running instance of the target service.
The source-code location is provided as a file path and
line range. AXE extracts the corresponding code snippet
to initialize the investigation with local context around the
suspected issue. To further support reachability analysis,
AXE performs lightweight endpoint discovery against the
target service using dirb [13] and caches the discovered
endpoints. All agents operate within an attacker container
that contains the application source code. The attacker con-
tainer is instantiated separately for each vulnerability and is
isolated from the container running the vulnerable service.
Target interactions are limited to network communication.

AXE is composed of four specialized components that
coordinate to transform localized report context into ver-
ified exploit evidence. The Strategist acts as the central
reasoning component, maintaining the global exploitation
state and refining attack hypotheses based on source and
execution feedback. It delegates information gathering to the
Explorer, which performs on-demand source-code inspec-
tion to extract facts about program logic, attacker-controlled
inputs, and security checks. Execution is handled by the
Exploiter, which translates high-level plans into concrete
HTTP-level interactions and manages the low-level details
of multi-step attack attempts. Finally, the PoC Gen Module
synthesizes successful execution traces into a structured PoC
report, providing reproducible evidence for vulnerability
validation and remediation.

After initialization, AXE enters an iterative exploitability
confirmation loop. In each iteration, the Strategist proposes
an exploitation approach, optionally requests additional
source context from the Explorer, delegates execution to the
Exploiter, and records the resulting command and response
history. The outcome of each iteration is checked by an
external evaluator, which runs validation tests corresponding
to the target attack type. These tests check postconditions
that indicate successful exploitation, such as unauthorized
data access, database modification, or privilege escalation.
The next iteration is conditioned on this feedback, allowing

AXE to revise its approach based on observed evidence
rather than repeat unsuccessful actions. When exploitation is
verified, AXE outputs a reproducible PoC and a developer-
facing report generated from the successful execution trace.
Unsuccessful runs produce summaries of attempted strate-
gies and observed evidence.

We adopt an agentic design because exploitability con-
firmation is interactive and multi-step in practice [14], [15].
Initial attempts often fail because of missing preconditions,
incomplete request structure, authentication requirements, or
dynamic values that are only revealed through probing. Itera-
tive planning with tool use allows AXE to form hypotheses,
test them against a running target, and refine subsequent
attempts using concrete feedback. This mirrors established
penetration testing workflows [14], [15] and leverages recent
advances in agentic systems for long-horizon reasoning
tasks [16], [17].

AXE uses role specialization to structure this workflow.
Single-agent designs can attempt complex tasks, but they
often struggle with long, partially observed workflows and
may repeat ineffective actions under limited feedback [16],
[17], [18], [19], [20], [21]. AXE separates global planning,
source inspection, exploit execution, and PoC generation
while keeping decision making centralized in the Strategist.
This design allows source and execution evidence to be
summarized before it is fed back into planning, reducing
noise while preserving the information needed to revise the
exploitation strategy.

Next, we describe each component of AXE in more
detail to illustrate how information and decisions flow.

3.2. Strategist

The Strategist coordinates the exploitation process and
develops the exploitation approach across iterations. Its role
is to reason about vulnerability reachability and required
preconditions, form hypotheses about viable exploitation
paths, and iteratively refine these hypotheses based on evi-
dence gathered during exploration and execution. Strategist
maintains a working context that captures key observations,
failed assumptions, and progress toward a viable exploit.

In each iteration, the Strategist assesses whether the
available information is sufficient to synthesize an exe-
cutable exploitation plan. When critical details are missing,
it first requests additional source-level code context to in-
form its subsequent planning decisions. Once the necessary
information has been gathered, the Strategist synthesizes a
concrete exploitation plan and delegates it to the Exploiter
for execution. If an attempt is unsuccessful, the Strategist an-
alyzes the outcome and updates its assumptions to guide the
next iterations. This feedback-driven refinement helps AXE
avoid repeating ineffective actions and supports progress on
multi-step exploitation workflows where early attempts are
often inadequate.
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Figure 2: The Explorer inspects source code to answer
Strategist’s questions and constructs a compact Q&A-style
working context (CVE-2023-51483)

3.3. Explorer

The Explorer provides on-demand source context re-
trieval to support the Strategist’s planning. It has access
to the source tree and performs actions such as listing
directories, reading or searching files, and checking path
existence. In response to Strategist queries, the Explorer
locates relevant code regions and extracts concrete facts
needed for planning, such as control flow conditions, how
user-controlled inputs propagate into security-sensitive op-
erations, and where validation or authorization checks may
be missing or insufficient.

The Explorer summarizes its findings into concise, task-
relevant statements and includes short code excerpts when-
ever necessary to contextualize its responses. These sum-
maries reduce noise and token usage and build a compact
Q&A-style working context about the target and vulnera-
bility that can be reused across iterations, as illustrated in
Figure 2.

3.4. Exploiter

The Exploiter is responsible for carrying out exploita-
tion attempts against the target service from the attacker
container. It executes the Strategist’s high-level plan while
handling the execution level details required to realize it
in practice. This includes issuing concrete HTTP requests,
extracting dynamic values such as cookies or identifiers,
adapting request structure based on server responses, and
sequencing multi-step commands when necessary. The Ex-
ploiter can invoke cli tools and programs (e.g., dirb,

sqlmap, grep), run shell commands, and create artifacts
such as scripts and payload files to support these workflows.

During each attempt, the Exploiter records the full com-
mand and response history, producing an execution trace
that captures both successful and unsuccessful interactions.
When an attempt does not succeed, the Exploiter gener-
ates a concise outcome summary and failure analysis that
highlights salient observations and execution level issues.
These summaries are returned to the Strategist to inform
subsequent planning decisions and help the system avoid
repeating unproductive actions.

3.5. PoC Gen Module

Upon a verified successful exploitation attempt, the
LLM-based PoC Gen module generates a developer-facing
report as a markdown file (PoC.md). The content of this
file is derived from the successful execution trace and the
exploitation plan, and is intended to support vulnerability
validation and triage.

The report records the affected components, relevant
code locations, a concrete trigger that reproduces the vul-
nerability, and the verification oracle used to demonstrate
exploit impact. It also includes step-by-step reproduction
instructions and potential remediation steps when applicable.
The included fields are chosen to prioritize reproducibility
and usefulness for practitioners based on prior analyses of
proof-of-concept reports [22], [23]. Figure 4b shows an
example PoC artifact produced by AXE.

4. Experimental Setup

4.1. Dataset

Our evaluation uses CVE-Bench [11], a benchmark of
40 real-world, critical-severity Web application vulnerabil-
ities extracted from the National Vulnerability Database
(NVD) [24] and disclosed between May 1, 2024, and June
14, 2024. CVE-Bench provides containerized vulnerable ap-
plications and automated exploit-success checks for multiple
attack types. These checks verify exploit impact through
observable postconditions, including server-side file creation
or modification, unauthorized file or database reads, and
persistent changes to database content.

For each vulnerability, the target service is instantiated
using the official CVE-Bench Docker setup, and the exact
vulnerable source-code version corresponding to the de-
ployed container is retrieved. This source code is copied
into the attacker container where AXE operates and is made
available to the Explorer agent.

Each CVE is manually mapped to a suspected source-
code location by cross-referencing patch diffs, security ad-
visories, and available public exploits. This mapping models
localized report context, such as a finding from a static
analysis tool, vulnerability scanner, advisory, or manual
report. AXE is not given the natural-language advisory,
exploit logic, public PoC, or remediation patch. Instead,



starting only from the suspected weakness category and
source-code location, AXE must identify the relevant code
paths, reachable entry points, required preconditions, and
operational exploit details.

This design intentionally evaluates the exploitability-
confirmation stage under a controlled localized-report set-
ting rather than the upstream problem of automatically pro-
ducing such reports. As a result, the CVE-Bench evaluation
should be interpreted as measuring whether AXE can turn
localized report context into executable exploit evidence,
not whether real-world vulnerability reports always provide
localization of the same quality. Section 6 complements this
controlled setting with a case study on noisier detector-
produced locations.

4.2. Baselines

The baselines vary along two axes, information access
and system architecture. This design separates the benefit
of localized grey-box report context from the benefit of
role-specialized agent design. We first compare black-box
baselines against grey-box baselines to measure the value of
adding report context and source access. We then compare
the single-agent grey-box baseline against AXE to measure
the value of role-specialized agent design using the same
information.

1) SOTA black-box tools. T-Agent [25] and Auto-
GPT [26] operate in their native black-box setting. They
receive access to the running target but do not receive source
code, a suspected weakness category, or source-code loca-
tion. This comparison measures how much localized grey-
box report context improves exploitation success relative to
existing black-box automated exploitation systems.

Non-LLM scanner reference. The original CVE-Bench
study also reports a non-LLM dynamic scanner baseline
using OWASP ZAP [27]. ZAP 2.16.1 was run once per
CVE with all options enabled, and identified 0 CVEs. We
use this result as a contextual reference rather than a directly
controlled baseline, since our experiments focus on agentic
systems evaluated under our implementation and budget.

2) Single-agent grey-box baseline. The single-agent
grey-box baseline receives the same inputs as AXE, in-
cluding the suspected weakness category, suspected source-
code location, source code, and running target. It also has
access to the same command-line tools, endpoint-discovery
utilities, execution feedback, and external success evaluator
used by AXE. Unlike AXE, this baseline combines plan-
ning, source inspection, execution, and refinement into one
agent. The single agent interprets the report context, se-
lects exploration and exploitation actions, executes attempts
against the target, and refines its approach across attempts.
It receives the same interaction budget used by AXE, and
its interactions are mapped to loop-equivalent attempts for
metric computation. Following prior work on augmenting
agents with persistent system knowledge [28], the baseline
maintains a structured memory of discovered facts such as
endpoints, configuration constraints, authentication require-
ments, relevant code locations, and error signatures. This

comparison preserves the grey-box information boundary
and tool budget while removing AXE’s role-specialized
decomposition into planning, exploration, execution, and
PoC generation components.

3) AXE-BlackBox. AXE-BlackBox removes report con-
text, source-code access, and the Explorer agent while re-
taining AXE’s overall agentic execution workflow. Compar-
ing AXE-BlackBox against full AXE isolates the contribu-
tion of localized report context and source-guided explo-
ration.

4.3. Metrics

We evaluate AXE using three metrics established in prior
work [29]. Success Rate (SR) captures overall effective-
ness by measuring whether exploitation succeeds within a
fixed attempt budget. To complement this, we report two
efficiency-oriented metrics (Average Task Completion At-
tempts, Success Efficiency) that account for iterative progress
under bounded interaction budgets. Together, these metrics
capture not only whether exploitation succeeds, but also how
quickly a valid exploit is reached when success occurs.

1) Success Rate (SR). Success Rate measures the proportion
of vulnerabilities for which a given system successfully pro-
duces a verified exploit within the allowed attempt budget.

SR — Exploited CVEs
~ Total CVEs

2) Average Task Completion Attempts (AvgTCA): Aver-
age Task Completion Attempts measures the average num-
ber of attempts required to successfully exploit a vulnera-
bility. One task completion attempt consists of a planning
step by the Strategist followed by an exploitation attempt by
the Exploiter. For baselines without iterative workflows, we
divide the total interaction steps by the number of steps in
one AXE loop to normalize attempts. Lower AvgTCA values
indicate that the framework converges to a valid exploit
more efficiently.

1

AvgTCA = Exploited CVEs Z TCA

3) Success Efficiency (SE): Success Efficiency combines
and measures both effectiveness and efficiency by enforcing
a penalty on successful exploitations that require many
failed attempts. It rewards systems that achieve successful
exploitation in fewer attempts while maintaining a high suc-
cess rate. MaxA denotes the maximum number of allowed
attempts per CVE, set to 5 for AXE, corresponding to 5
execution loops.

SR
SE = AvgTCA_1
AngCA( MaxA — 1 )

These metrics provide a more informative evaluation than
success rate alone, distinguishing between systems that oc-
casionally succeed after many failed attempts and those that
efficiently confirm exploitability within a small number of
iterations.




4.4. Implementation

All experiments use GPT-40 with default decoding set-
tings and temperature. The model documentation lists an
October 1, 2023 knowledge cutoff [30], which predates the
CVE-Bench disclosure window beginning on May 1, 2024.
This reduces the risk that the model observed the evaluated
vulnerabilities during training. During exploitation, AXE
and the implemented baselines do not have internet access
and are not given public advisories, exploit scripts, public
PoCs, or patch descriptions.

Evaluations were conducted on a single commodity
laptop with an Apple M2 processor and 16 GB RAM.
Since runtime and throughput are not reported as evaluation
metrics, hardware characteristics do not affect the reported
results. Prompts, execution traces, and full implementation
details are provided in the replication package [31]. Ap-
pendix A summarizes the prompt interfaces for each AXE
agent, including the dynamically inserted fields and schema-
constrained outputs.

5. Evaluation

We evaluate AXE on real-world Web application vulner-
abilities to assess its effectiveness, efficiency, and practical
utility for exploitability confirmation. We organize our eval-
uation around the following research questions:

e RQ1: How much does localized grey-box report
context improve automated exploitability confirmation
across vulnerabilities and attack types?

o« RQ2: What are the common patterns of failure in
localized grey-box exploitability confirmation?

e RQ3: How useful are AXE’s generated PoC artifacts
for reproduction and validation?

5.1. RQ1: Performance, Efficiency, and Coverage

Effectiveness. We evaluate whether localized grey-box
report context improves automated exploitability confirma-
tion. Table 1 reports Success@1 and Success@5 for AXE
and all baseline methods across the evaluated CVEs. These
metrics capture whether a vulnerability is successfully ex-
ploited at least once within one or five independent runs,
respectively. AXE achieves the strongest overall effective-
ness, reaching 25% at Success@1 and 30% at Success@5,
outperforming the single-agent grey-box baseline and all
black-box methods on both metrics.

Compared to SOTA black-box tools, AXE achieves sub-
stantially higher effectiveness. At Success@5, AXE reaches
30% while T-Agent and AutoGPT reach 10%. At Suc-
cess@1, AXE reaches 25% while T-Agent is 7.5% and
AutoGPT is 2.5%. AXE in black-box mode attains 10%
at Success@5 and 7.5% at Success@1, which places it in
the same range as the SOTA black-box tools.

A direct comparison between AXE and AXE-BlackBox
isolates the effect of localized report context and source-
guided exploration. Removing the suspected weakness cat-
egory, suspected source-code location, source-code access,

TABLE 1: Success@k on CVE-Bench under different infor-
mation boundaries.

Method Success@1  Success@5
AXE (grey-box, multi-agent) 25% 30%
Single-agent grey-box baseline 15% 17.5%
AXE (black-box) 7.5% 10%
T-Agent (black-box) 7.5% 10%
AutoGPT (black-box) 2.5% 10%

TABLE 2: Efficiency on successful exploitations.

Method AvgTCA SE
AXE (grey-box, multi-agent) 1.67 0.28
Single-agent grey-box baseline 1.00 0.18
AXE (black-box) 2.00 0.08

and Explorer agent reduces Success@1 from 25% to 7.5%
and Success@5 from 30% to 10%. This shows that the
3x gain over black-box methods is primarily a gain from
localized grey-box confirmation rather than from agent ar-
chitecture alone.

Comparing AXE against the single-agent grey-box base-
line isolates the effect of role specialization under the
same information boundary. Both systems receive the same
suspected weakness category, source-code location, source
code, and running target. AXE improves Success@1 from
15% to 25% and Success@5 from 17.5% to 30%, indicating
that role specialization adds robustness beyond grey-box
information access alone.

Efficiency conditional on success. To assess efficiency
conditional on success, Table 2 reports AvgTCA and SE for
methods for which attempt-level execution traces are avail-
able. We exclude T-Agent and AutoGPT from this analysis
because they are not open-source and their execution traces
are not publicly available, preventing the calculation of
AvgTCA and SE values. Grey-box AXE attains the highest
Success Efficiency with SE of 0.28, while AXE in black-box
mode achieves SE of 0.08, and the single-agent grey-box
baseline achieves SE of 0.18. Grey-box AXE also reduces
AvgTCA from 2.00 in black-box mode to 1.67, indicating
improved convergence on successful cases. Although the
single-agent baseline exhibits the lowest AvgTCA at 1.00,
its lower success rate results in lower overall efficiency
than AXE, showing that AXE’s gains come from combining
higher success probability with competitive convergence
when successful.

CVE-level coverage. Table 3 provides a CVE-level
breakdown of the 12 vulnerabilities exploited by AXE
and how these successes overlap with the baselines. AXE
(grey-box, multi-agent) subsumes all baseline successes in
our runs, meaning every vulnerability exploited by AXE
(black-box) or by the single-agent baseline is also exploited
by AXE (grey-box, multi-agent). Among the 12 exploited
CVEs, three are exploited by all methods, one is shared
only with AXE (black-box), four are shared only with the
single-agent baseline, and four are exploited only by AXE
(grey-box, multi-agent). The additional exploits by AXE



(grey-box, multi-agent) span multiple attack types, including
privilege escalation, outbound service, and database access.
This indicates that AXE’s gains are not limited to a single
exploit category. CVSS and exploitability scores are broadly
comparable across groups, with most instances having an
exploitability score of 3.9, suggesting that the observed
coverage gains are not driven by severity or exploitability
scores alone.

Coverage by attack type. The attack-type distribution
in the dataset is skewed, with database access and file
creation being the most common categories overall, followed
by denial of service and privilege escalation. In contrast, the
12 vulnerabilities exploited by grey-box AXE concentrate on
database access and outbound service, with smaller coverage
of file access, file creation, and privilege escalation. This
shift is consistent with AXE leveraging specialized exploita-
tion utilities during execution. In particular, integrating SQL
injection tooling such as sqlmap streamlines parameter dis-
covery and payload construction for database access cases,
while endpoint enumeration via directory scanning, such as
dirb helps identify reachable attack surfaces and candidate
endpoints. These tools become especially effective in the
grey-box setting, where combining tool outputs with source-
guided context from the vulnerable code location reduces
probing and increases the likelihood of converging on a
working exploit.

TABLE 3: CVE-level outcomes for the vulnerabilities ex-
ploited by AXE, grouped by which methods also succeeded.

CVE ID CVSS Exploitability Attack type

AXE (grey-box, multi-agent), AXE (black-box), and Single-agent

2024-36779 9.8 3.9 Database access
2024-37831 9.8 3.9 Database access
2024-4443 9.8 3.9 Database access
AXE (grey-box, multi-agent) and AXE (black-box)
2024-37388 9.1 3.9 File access

AXE (grey-box, multi-agent) and Single-agent

2024-2624 9.8 3.9 File creation
2024-32964 9.0 2.3 Outbound service
2024-36675 9.1 3.9 Outbound service
2024-37849 9.8 3.9 Database access
AXE (grey-box, multi-agent) only

2023-51483 9.8 39 Privilege escalation
2024-32980 9.1 3.9 Outbound service
2024-34070 9.6 2.8 Outbound service
2024-3495 9.8 3.9 Database access

RQ1 Summary. Localized grey-box report context
substantially improves exploitability confirmation. A
suspected weakness category and source-code location
increase Success@5 from 10% to 30% over black-box
operation. Role specialization adds a further gain under
the same grey-box information boundary, increasing
Success@5 from 17.5% to 30%. The larger gain there-
fore comes from localized grey-box information, while
agent decomposition provides an additional benefit.

5.2. RQ2: Failure Patterns in Grey-box, Agentic
Exploitation

We investigate and characterize the dominant failure pat-
terns encountered in AXE’s grey-box, agentic exploitation
approach. While agentic failure analyses often focus on
general benchmarks and issue resolution, vulnerability ex-
ploitation can introduce distinct challenges, such as reason-
ing about implicit preconditions, constructing vulnerability-
specific payloads, and bridging high-level vulnerability
metadata such as CWE labels to concrete program-specific
attack surfaces and exploitation paths. We therefore study
failures in AXE to understand how these challenges manifest
in agentic exploitation. For each unsuccessful run, two au-
thors manually inspect the execution trace and first attribute
the failure to the AXE component where the run first goes
off the rails, based on the role-specific responsibilities of
the Strategist, Explorer, and Exploiter. We then analyze the
trace segment produced by that failure-inducing component
and perform iterative open coding to derive a taxonomy of
technical failure causes, assigning one or more failure-cause
labels per run. Disagreements are resolved through multiple
discussions until a consensus (100% agreement between the
annotators) is reached. Annotation guidelines and per-run
labels are documented in our replication package [31].

Our failure analysis considers 25 out of the 28 un-
exploited runs. Three CVEs are excluded from the tax-
onomy counts because they do not meaningfully fit our
grey-box exploitation setting: CVE-2024-5452 involves a
vulnerability rooted in a dependency whose source code
is unavailable for inspection; CVE-2024-37999 is closed-
source; and CVE-2024-25641 lacks a practical command-
line exploitation path in our evaluation environment. All
counts and percentages reported below are computed over
the remaining annotated failures (n = 25). Failure causes are
not mutually exclusive and many runs may exhibit multiple
causes of failure.

Failure-inducing agent distribution. Failures were
most frequently attributable to the Strategist (19/25, 76%),
followed by the Exploiter (4/25, 16%) and the Explorer
(2/25, 8%) (Table 4). This distribution reflects the asymme-
try of responsibility in AXE’s control loop. The Strategist is
tasked with interpreting vulnerability metadata and source-
level context, selecting candidate attack surfaces, reasoning
about access control and configuration, planning multi-step
exploit chains, and deciding when to explore versus exe-



Failure-inducing agent Count  Share
Strategist 19  76.0%
Explorer 2 8%
Exploiter 4 16%

TABLE 4: Failure-inducing agent distribution over anno-
tated failed grey-box instances that fit our approach (n =
25).

- Budget exhausted 1
Control-Loop Inefficiency 5

Repetition without learning 4

Bad payload 4|

Payload / Execution Construction Error 6 Malformed request 21

Ignoring auth/role 5
Ignoring config/flag 3

Missing session/CSRF/nonce 1 =
Missing trigger step 2

Preconditions Not Met 11

All Failuresi(label occurrences) 48

Wrong entrypoint 10 |

Targeting / Attack-Surface Selection Error 11
Wrong request shape 1
"Not exploitableclaimi2i

Misleading CWE 4

- . . Nonexistent defenses assumed 3
Vulnerability'Semantics Misread 15

wrong Auth assumptions 6 I

Figure 3: Failure Causes across the dataset.

cute. In contrast, the Explorer and Exploiter operate within
narrower, more constrained action spaces.

Causes of failures. We identify five primary categories
of failure causes; their definitions and frequencies are pre-
sented in Table 5. The most prevalent cause is Vulnera-
bility semantics misread (15/25, 60%), where AXE fails
to correctly understand what the vulnerability actually per-
mits. Targeting/attack-surface selection errors (11/25, 44%)
and preconditions not met (11/25, 44%) occur with equal
frequency, suggesting that failures commonly arise from
choosing an unreachable interface or failing to satisfy re-
quired setup or state before invoking the vulnerable logic.
Payload and execution construction errors appear in 6/25
cases (24%), while control-loop inefficiency appears in 5/25
cases (20%).

To better understand the sources of these failures, we
further analyze how the primary categories manifest in prac-
tice. Figure 3 decomposes these categories into secondary
labels, illustrating the specific root causes for unsuccessful
runs.

Within vulnerability semantics misread, failures often
involve incorrect assumptions about authentication and au-
thorization (wrong Auth assumptions: 6/15), followed by
metadata-driven misframing due to misleading CWE or vul-
nerability descriptions (misleading CWE: 4/15), where the
agent assumes a narrow or canonical exploit pattern, such
as treating path traversal strictly as a file read vulnerability
rather than considering file creation or deletion. Additional
cases involve assuming nonexistent defenses, such as imag-
ined sandboxing where it does not exist (Nonexistent de-
fenses assumed: 3/15), or prematurely asserting that a vul-

nerability is not exploitable despite incomplete exploration
(Not exploitable claim: 2/15). These patterns indicate that
the agents tend to form assumptions about the system and
its exploitability rather than iteratively testing and verifying
hypotheses to refine their understanding of the vulnerability.

Within rargeting/attack-surface selection, the dominant
pattern is selecting the wrong entrypoint (10/11), rather
than using wrong request shape which appears only once
(1/11). This suggests that AXE more often reasons about the
wrong functional surface altogether than about the incorrect
parameters for an otherwise correct endpoint.

The errors under the preconditions not met category
often involve ignoring authentication or role requirements
(5/11) and ignoring configuration or feature flags (3/11),
followed by missing trigger steps in multi-stage exploit
chains (2/11) and failures to establish session, CSRF, or
nonce state (1/11). In many cases, once the agent localizes
vulnerable code and identifies a plausible endpoint, it over-
commits to the most direct invocation path and neglects
alternative setups and possibilities. This reflects incomplete
reasoning about the steps toward performing an exploit,
particularly for instances where the vulnerable code is only
reachable after preparatory actions or configuration changes
have been performed.

Payload and execution construction errors are split into
bad payload values (4/6), such as incorrect file paths or
parameter contents, and malformed request formats (2/6).
While less frequent overall, these errors often arise after
near-correct targeting and thus prevent final validation.

Control-loop inefficiency is dominated by repetition
without learning (4/5), where the system repeatedly ex-
ecutes ineffective actions without incorporating feedback,
with a single instance of outright budget exhaustion (1/5).

These failure modes also clarify the role of different
tools in mitigating specific types of failures. In our experi-
ments, tools such as endpoint scanners and exploitation util-
ities helped compensate for weaknesses in agent reasoning
and execution. For example, sqlmap substantially reduced
payload and value-construction errors by automating pa-
rameter discovery and payload generation in cases where
agents consistently failed to synthesize correct inputs at first.
Similarly, directory and endpoint enumeration tools such
as dirb helped identify reachable interfaces when agents
struggled with attack-surface selection, mitigating one of the
most frequent failure modes involving wrong or missed en-
trypoints. These tools do not eliminate planning or semantic
errors, but they help reduce errors at execution time.

The failure categories frequently co-occur and com-
pound across iterations rather than appearing in isolation.
For example, in CVE-2024-2359, the failure is a com-
bination of a missing correct trigger step with a wrong
entrypoint. Successful exploitation requires first invoking
a configuration-modifying endpoint to reduce runtime re-
strictions before calling the vulnerable execution path. Al-
though execution feedback indicates that code execution is
blocked under the current configuration, the Strategist does
not start to explore configuration or setup endpoints. Instead,
it continues to instruct the Exploiter to invoke the vulnerable



Primary category Definition Count
Vulnerability Semantics The attempt misunderstood the nature of the vulnerability, including incorrect threat 15 (60%)
Misread models, access-control assumptions, metadata-driven framing, or unverified assumptions
about mitigations or exploitability.
Targeting / Attack-Surface The attempt targeted the wrong entrypoint or execution flow, or used an incorrect 11 (44%)
Selection interface (HTTP method, parameters, or route shape), preventing reachability of the
vulnerable logic.
Preconditions Not Met The attempt failed to satisfy required setup or state, such as authentication or role 11 (44%)
context, session or CSRF handling, required configuration or feature flags, or multi-
step dependencies.
Payload / Execution Con- The attempt constructed structurally invalid requests or incorrect payload values for the 6 (24%)
struction Error true sink or execution context, preventing exploitation despite near-correct targeting.
Control-Loop Inefficiency The attempt failed due to process limitations, including repeating ineffective actions 5 (20%)

without adaptation or exhausting the search or execution budget right before convergence.

TABLE 5: Failure-cause taxonomy (primary categories only). Counts reflect total primary-label assignments; a single failed

instance may contribute multiple causes.

endpoint directly, resulting in a failed attempt. In contrast,
CVE-2024-31611 fails primarily due to execution mistakes.
The run exhibits a malformed request format, followed by
repetition without learning. The Exploiter issues structurally
invalid requests, receives no observable confirmation, and
misinterprets the absence of feedback as evidence of de-
fensive behavior rather than an invalid action. Subsequent
iterations repeat the same malformed interactions rather than
repairing the request structure, preventing success despite a
broadly plausible high-level strategy.

RQ2 Summary. Most grey-box AXE failures originate
in the Strategist (76%). The dominant failure causes
are vulnerability semantics misread (60%) and attack-
surface mis-targeting | unmet preconditions (each 44%),
indicating that unsuccessful runs primarily fail to iden-
tify the correct entrypoint and required setup rather
than failing on low-level execution details. Tooling
can mitigate some downstream errors (e.g., sqlmap for
payload/value generation, dirb for endpoint discovery),
but does not address the semantic and precondition
reasoning gaps.

5.3. RQ3: PoC Artifact Quality

For each vulnerability instance successfully exploited by
AXE, the PoC Generator produces a developer-facing PoC
report that distills the successful execution trajectory into a
trigger, a verification oracle, and step-by-step reproduction
steps. We evaluate whether AXE produces exploit artifacts
that are reproducible and useful to practitioners.

Prior empirical studies of real-world PoC reports identify
key components that determine PoC usability and repro-
ducibility [22], [23]. Motivated by these components, we
evaluate the generated report along two dimensions for
each exploited CVE. First, we mark whether it includes
an explicit verification oracle that specifies what to check
and what outcome constitutes success. Second, we assess

CVE Reproducible Verification oracle
CVE-2024-2624 v v
CVE-2024-37831 v v
CVE-2024-37849 v 4
CVE-2024-36675 v v
CVE-2024-32964 v v
CVE-2024-36779 v 4
CVE-2024-37388 v v
CVE-2023-51483 v v
CVE-2024-32980 v 4
CVE-2024-4443 v v
CVE-2024-3495 v v
CVE-2024-34070 X X

TABLE 6: PoC Quality: Most generated reports include an
explicit verification oracle and are reproducible.

reproducibility by following the step-by-step exploitation
instructions in a fresh environment and marking the PoC
reproducible if it reaches the evaluator’s success condition.

Table 6 summarizes PoC quality across exploited in-
stances. Overall, AXE produced reports with an explicit
verification oracle for 11 out of 12 cases. The reports also
contained steps to reproduce the exploit in a new environ-
ment for 11/12 cases. Across the 12 exploited instances,
the PoC Generator usually produces reports that are im-
mediately actionable for validation and testing. The reports
standardize the information developers need to reproduce
and confirm a fix, including a minimal trigger command that
leverages the vulnerable path, any required setup or dynamic
parameter extraction (e.g., nonce or token retrieval), an ex-
plicit oracle, and localization to the implicated file and code
region. The only exception is CVE-2024-34070, for which
the generated PoC.md did not provide a stable verification
oracle or reproducible steps. Notably, the execution trace
still contains the correct command sequence required to
trigger the vulnerability, but the PoC report diverges from
the successful trajectory and introduces incompatible steps,
suggesting a report-generation inconsistency rather than a



lack of exploit signal in the run.

CVE-2023-51483 (WP Frontend Profile) illustrates the
added value of AXE’s PoC reports when public vulnerability
records are underspecified. As shown in Figure 4a, the
NVD entry is marked for enrichment and provides only a
high-level description of privilege escalation, without ac-
tionable reproduction details such as endpoints, parameters,
or success conditions. In contrast, Figure 4b shows that
AXE’s generated PoC.md operationalizes the record by
localizing the vulnerable code, specifying a trigger (role
escalation during registration), capturing required setup for
dynamic values (nonce extraction), and providing an explicit
verification oracle. This condensed artifact enables exploit
replication while reducing remediation effort by pinpointing
the implicated code region and suggesting potential fixes.

AKCVE-2023-51483 Detail
AWAITING ANALYSIS

This CVE record has been marked for NVD enrichment efforts.

Description

Improper Privilege Management vulnerability in Glowlogix WP Frontend
Profile allows Privilege Escalation.This issue affects WP Frontend Profile:
from n/a through 1.3.1.

(a) NVD entry: minimal description - marked for enrichment
efforts.
Exploit Report: Privilege Escalation in WP Frontend Profile Plugin

Y Summary
A vulnerability in the WP Frontend Profile plugin allows unauthorized users to escalate
their privileges to an administrator level. This can lead to...

+ Component: WP Frontend Profile Plugin
e File: /source/html/wp-content/plugins/wp-front-end-
profile/inc/class-wpfep-registration.php
* Lines: 77-88
» Vulnerability Trigger
v Exploitation Steps
1. Access the registration page to extract a valid nonce.

curl -s http://target:9090/register/ | grep -oP
‘name="_wpnonce" value="\K[*"]+'

2. Submit the registration form with the extracted nonce and set the role to
administrator.

curl -s =X POST http://target:9090/register/submit \

-d
'wpfep_registration=1& wpnonce=5020ab37a4&wpfep_reg_email=tes
description=Test+User+Description&wpfep-website=http%s3A%2F%2F

v Verification Oracle
The following command was executed to register a user with elevated privileges:

curl —s -X POST http://target:9090/register/submit \

-d
'wpfep_registration=1& wpnonce=5020ab37a4&wpfep_reg_email=test%40¢
description=Test+User+Description&wpfep-website=http%3A%2F%2Fexamf

¥ Suggested Remediation
To remediate this vulnerability, ensure that the role parameter is properly validated
and sanitized. Restrict role assignment to authorized users only and consider using a ...

(b) AXE PoC: localization, reproduction & verification, etc.

Figure 4: CVE-2023-51483: contrast between a public
record and AXE’s PoC artifact (excerpt shortened).

RQ3 Summary. AXE’s generated reports generally
provide clear, complete instructions for reproducing
confirmed exploitations: 11/12 include explicit veri-
fication oracles and specific steps to reproduce the
evaluator-defined success condition in a clean environ-
ment.



6. Case Studies

We present two case studies. The first studies Letta [32],
a real-world open-source Al-agent platform affected by
CVE-2025-51482. It evaluates AXE outside CVE-Bench us-
ing noisy automated detector findings rather than manually
curated benchmark locations. This study is not intended to
measure SAST precision or recall. It examines whether AXE
can use imprecise detector output as localized report context
for exploitability confirmation.

The second revisits CVE-2023-51483, the representative
CVE-Bench example shown in Figure 1. It gives a con-
crete end-to-end view of AXE’s benchmark setting, where
localized report context guides source exploration, execution
feedback, and PoC generation.

6.1. New Instance: CVE-2025-51482 in Letta

CVE-2025-51482 concerns arbitrary code execution
in Letta’s local tool execution sandbox. In the vulnera-
ble version, user-supplied Python code is compiled and
executed through exec (code_obj, globals_dict)
when handling tool requests. This enables attacker-
controlled code to execute with the privileges of the Letta
server, including reading local files and interacting with
network services available to the server process.

with open(temp_file_path, "r", encoding="utf-8"

as f:
source = f.read()
code_obj = compile (source, temp_file_path, "exec")

exec (code_obj, globals_dict)

Listing 1: User-supplied code is compiled and executed
through exec in Letta’s tool sandbox.

Running Semgrep [12] on the vulnerable Letta version
produced 122 findings overall. To construct localized report
inputs relevant to code execution, we filtered these results to
findings involving exec (), eval (), and dynamic imports
through importlib. This produced 9 dynamic-execution-
related findings across 4 files. Each finding was supplied
independently to AXE as a localized report, using the re-
ported weakness category and source-code location as input.
AXE produced successful exploits for 4 of the 9 findings.

Three successful exploits confirmed CVE-2025-51482.
One originated from the finding that directly pointed to
the vulnerable exec () call in the tool execution sandbox.
AXE used this location as a starting point for source explo-
ration, connected the vulnerable function to the externally
reachable /v1/tools/run endpoint, and recovered the
request structure expected by the endpoint. In particular,
AXE identified that the request must provide Python source
code, a tool name, argument objects, and JSON-schema
fields, and that the supplied name must match the function
name defined in the injected source code.

AXE did not succeed simply by observing the exec ()
call. Its initial attempts failed because the request did not
fully satisfy the endpoint’s expected schema and execution
constraints. Across iterations, the Strategist revised the plan

based on execution feedback, while the Exploiter adapted
the concrete request format. The successful attempt required
wrapping the payload in a correctly named function, adding
a required docstring, and supplying well-formed schema
fields. Once these constraints were satisfied, AXE used the
tool execution endpoint to read a sensitive file from the
server and submit its contents to the evaluator, confirming
exploitability.

The other two successful exploits for CVE-2025-51482
originated from indirect findings in different files, including
a dynamic import in the tool management service and
an exec () detection in a separate component. Despite
starting from different and partially imprecise locations,
AXE identified the same externally reachable attack surface
and derived the request structure needed to exercise the
vulnerable behavior. These cases show that AXE can use
a detector finding as an entry point for source exploration
rather than treating the reported location as the complete
exploit path.

{

"source_code": "def exploit_tool(): ...",

"args": {},

"env_vars": {},

"name": "exploit_tool",

"source_type": "python",

"args_json_schema": {"type": "object",
"properties": {1}},

"json_schema": {"type": "object", "properties":

{1}
}

Listing 2: Abbreviated request structure recovered by AXE
for the Letta tool execution endpoint.

The fourth successful exploit exposed a separate issue.
A different dynamic import finding in the tool management
service was not directly exploitable because the import
target was constrained by a hardcoded allowlist. However,
by exploring the surrounding tool creation pipeline, AXE
identified a separate exec () call in Letta’s tool schema
derivation logic. Unlike CVE-2025-51482, this path is trig-
gered during tool registration rather than tool execution and
is reachable through the tool-registration API. The resulting
exploit executes attacker-controlled code as a side effect
of registering a new tool. This issue had no associated
CVE or public advisory at the time of our analysis. When
we examined the latest version of the project, we found
that the relevant code path had already been changed by
replacing the exec () -based schema derivation logic with
static AST parsing [33]. We contacted a project maintainer
to ask about the change and have not received a response
as of submission.

Manual inspection of the remaining 5 Semgrep findings
found no externally reachable exploit path under the tested
configuration. These findings included dynamic execution
or import patterns that operated on internally constrained
values or were not reachable from attacker-controlled re-
quests. AXE did not produce successful exploits for these
cases. Overall, this case study shows that noisy automated
findings can still provide useful localized report context for



exploitability confirmation. AXE confirmed a known vulner-
ability from both direct and indirect findings, avoided suc-
cessful exploitation claims for the remaining non-exploitable
findings, and produced exploit evidence for a separate pre-
viously undisclosed issue detected by static analysis.

Cost. Token consumption and runtime depend on config-
urable budgets per loop and the number of loops. Under our
configuration, AXE averaged 1.38M input and 20.7K output
tokens per finding (~8 min). Successful exploits averaged
only 723K input and 12.4K output tokens (<5 min), with
the best case completing in one loop using 418K input and
6.6K output tokens (<3 min), suggesting tighter budgets
could improve efficiency without sacrificing effectiveness.
Open-source models can also serve as drop-in replacements,
though evaluating such trade-offs is beyond this study’s
scope.

6.2. Running Example: CVE-2023-51483 in WP
Frontend Profile

The vulnerability affects WP Frontend Profile and is
described as an improper privilege management issue that
allows privilege escalation [34]. We use this case to show
AXE’s end-to-end behavior in the controlled localized-report
setting used in our benchmark evaluation.

AXE receives only the suspected weakness category,
CWE-269, and the vulnerable source-code location in
the registration logic. It first attempts to register with
role=administrator, but the request fails because it
does not satisfy the registration flow’s server-side precon-
ditions. The Strategist then requests targeted source explo-
ration. The Explorer finds that registration requires a valid
nonce, a registration marker, and complete form fields before
reaching the role assignment logic in Listing 3.

Suser_role =
sanitize_text_field(wp_unslash($_POST[’'role’]1));

if (get_role(Suser_role)) {

Suserdata[’role’] = S$Suser_role;

}
Listing 3: Role assignment in WP Frontend Profile.

Using this context, AXE revises the exploit to retrieve a
valid nonce and submit a complete registration request with
role=administrator. The evaluator confirms success
by checking that the created account receives administrator
privileges. This case illustrates the workflow in Figure 1:
execution feedback reveals missing preconditions, source
exploration recovers them, and a revised attempt produces
verified exploit evidence.

7. Discussion

Backlog-driven triage. In practice, vulnerability reports
accumulate faster than they can be manually assessed,
leaving developers and security teams with large, noisy
backlogs. Reports from static analysis tools, bug bounty
programs, and coordinated disclosure efforts frequently lack

sufficient detail to determine practical exploitability. Prior
empirical studies of offensive security practices observe
a shift away from purely black-box testing toward grey-
box approaches that improve efficiency and coverage [15].
Incorporating a grey-box agentic exploitation framework
such as AXE into detection pipelines allows maintainers
to focus on issues for which exploitation is demonstrably
feasible, supported by execution-based evidence available
even in zero-day settings.

Design Implications for Agentic Exploitation. The
performance gap between AXE and the single-agent base-
line indicates that separating high-level reasoning from
source inspection and execution improves robustness in
multi-step exploitation workflows. Failure attribution fur-
ther shows that most unsuccessful runs fail at the plan-
ning stage rather than during execution. Tool augmentation
helps compensate for some execution-level shortcomings
by automating tasks such as endpoint discovery or pay-
load construction, but it does not address the dominant
reasoning failures observed in planning. These observations
suggest that exploitation planning remains the most complex
and error-prone component of agentic systems. Breaking
planning into more specific and constrained subtasks may
reduce this burden by forcing agents to reason over narrower
hypotheses, explicitly enumerate feasible exploitation possi-
bilities, and derive more targeted questions for exploration.
Such decomposition also increases opportunities to replace
parts of the workflow with more deterministic mechanisms,
such as structured endpoint discovery or configuration anal-
ysis, which can further improve robustness. Recent work in
vulnerability detection and exploitation has explored similar
ideas by compelling language models to reason at finer
granularity and guiding them with structured or neurosym-
bolic reasoning, pointing to a promising direction for future
agentic exploitation systems [35], [36], [37], [38].

Scope & Generalizability. Our evaluation is conducted
on CVE-Bench and therefore focuses on web applications
with HTTP-based attack surfaces. However, the core eval-
uation model is not specific to the Web domain. The
same detection-to-validation workflow can be applied to
other classes of software. Under these conditions, AXE can
be adapted without changing its core architecture, while
swapping in interface-specific execution tooling and oracle
definitions. While we expect similar gains in exploitation
effectiveness in these environments, confirming this remains
an important direction for future research.

Environmental and Oracle-Specific Limitations.
While AXE is designed for practical adoption, we acknowl-
edge that automated validation requires system-specific se-
tups. We confirm exploit success using reusable, predefined
test cases that capture common impact patterns such as
unauthorized file creation or data access. However, these
oracles may not exhaustively cover all possible vulnerability
impacts. For example, a path traversal vulnerability may
permit file writes only under restricted names or locations,
whereas our evaluation requires the agents to create a repre-
sentative file to confirm impact. As a result, there may exist
unique vulnerabilities whose effects are not captured by the



available tests. Efficiency metrics are also limited to tools
for which execution traces were available, so AvgTCA and
efficiency are not reported for T-Agent and AutoGPT.

Conservative Exploit Validation. While AXE sub-
stantially improves over black-box approaches and yields
perfect precision when exploit success is confirmed, it is
not expected to identify all exploitable vulnerabilities. The
approach is conservative by design, i.e., when a success
condition is met, exploitability is guaranteed, but failure to
confirm exploitation does not imply that a vulnerability is
non-exploitable. As a result, some exploitable issues may
remain unverified. Nevertheless, even identifying a small
fraction of truly exploitable vulnerabilities from large vol-
umes of unreviewed reports can provide significant practical
value by directing developers’ attention toward issues with
confirmed security impact.

Localization quality. Our results are contingent on the
report providing a reasonably accurate suspected weakness
category and source-code location. In the CVE-Bench eval-
uation, this context is manually constructed from public
artifacts to model a localized report, so the results measure
AXE’s ability to confirm exploitability once such context
is available. They do not measure the ability of upstream
tools to produce accurate localization. The Letta case study
provides initial evidence that AXE can also operate on nois-
ier detector-produced locations, but evaluating localization
sensitivity and broader detector-generated inputs remains
future work.

Ethical Considerations and Vulnerability Disclosure.
All experiments were conducted in isolated, containerized
environments and did not involve interaction with live or
production systems. The benchmark evaluation uses previ-
ously disclosed vulnerabilities from CVE-Bench and does
not introduce new disclosure obligations for those cases. The
additional case study was conducted on a local instance of
an open-source project and did not target any production
deployment or real users. During the case study, AXE
produced exploit evidence for a separate issue that, to our
knowledge, did not have a public advisory or CVE at the
time of analysis. The issue was present in the vulnerable
version used for the case study, but the relevant code path
had already been changed in the latest project version by
replacing dynamic execution during schema derivation with
static AST parsing. We contacted a project maintainer to
ask about the change and have not received a response as
of submission. In the submitted manuscript, we omit the full
exploit payload and operational reproduction steps for this
issue, and will provide additional disclosure information to
the chairs if requested. AXE is intended to support defen-
sive exploitability confirmation, vulnerability validation, and
remediation prioritization.

8. Related Work

8.1. LLM-based Exploit Automation

Recent work has explored the use of LLMs as the
decision-making component in automated exploitation and

penetration testing. In non-web settings, LLM-driven agents
have been shown to iteratively interact with real systems,
generate commands, and adapt their behavior based on
observed execution results in order to exploit vulnerabili-
ties [18], [28], [39], [40], [41], [42]. In the web domain,
several systems frame exploitation as an interactive process
in which agents probe endpoints, interpret responses, and
attempt to exercise vulnerabilities in deployed applications
rather than isolated code snippets [11], [25], [43].

Recent systems have explored generating exploits di-
rectly from CVE information through a number of different
approaches. FaultLine [44] and CVE-GENIE [45] use CVE
entries containing vulnerability descriptions and, in some
cases, exploitation details as input to guide exploit genera-
tion, aiming to replicate reported vulnerabilities. Akhoundali
et al. [46] have demonstrated end-to-end pipelines for detect-
ing, exploiting, and remediating vulnerabilities, specifically
for path traversal vulnerabilities, combining detection, ex-
ploitation, and downstream patching. POCGEN [47] shows
that LLM-guided program analysis can generate executable
PoC exploits for npm package vulnerabilities. PenForge [48]
evaluates tool-augmented AutoGPT [26] on the CVE-Bench
dataset in a black-box setting, however, its evaluation differs
from ours in few meaningful ways. PenForge uses a newer
and more capable LLM model with post-disclosure training
cutoffs, which introduces the problem of data contamination
from previously disclosed vulnerabilities. It also permits
external retrieval tools with internet access during exploita-
tion and does not release full execution traces, complicating
reproducibility and the interpretation of reported results.

8.2. Agentic Framework Designs & Failure Analy-
sis

Agentic LLM systems are commonly designed as an
explicit interaction loop that alternates between reasoning
about what to do next and taking tool-mediated actions
to gather evidence or change the environment, instead of
attempting to solve the task in a single prompt [16], [17],
[19]. ReAct is a representative pattern for this style of
“reason-and-act” execution, where intermediate reasoning
guides which actions to take and the resulting observa-
tions are fed back to update the next steps [19]. More
broadly, surveys of agent architectures emphasize repeated
design choices that support longer and more complicated
tasks, including explicit planning and maintaining state over
time [16], [17]. Many multi-agent systems further separate
high-level decision making from lower-level tool execution
through role specialization and a coordinating controller that
delegates subtasks [16], [17].

While prior work has examined failures in agentic sys-
tems mainly in the context of general-agent benchmarks
and issue resolution [49], [50], [51], [52], [53], [54], [55],
vulnerability exploitation introduces distinct challenges that
are not well represented in these settings. These chal-
lenges include identifying implicit preconditions, construct-
ing vulnerability-specific payloads, and bridging high-level
vulnerability metadata such as CWE labels to concrete,



program-specific attack surfaces and exploitation paths. To
our knowledge, this work is the first to systematically an-
alyze agentic failures in the context of vulnerability ex-
ploitation. Additionally, prior work on failure attribution in
agentic systems has proposed methods for identifying which
agent induces failure and at what step within an execution
trace [56]. In our study, we adapt these attribution techniques
to the exploitation setting to analyze where and why multi-
agent exploitation attempts break down.

9. Conclusions

This paper studies localized grey-box exploitability con-
firmation as a way to help developers triage and prioritize
vulnerability reports. In this setting, a system receives min-
imal report context, such as a suspected weakness category
and source-code location, along with source access and a
running target, and attempts to produce executable evidence
that the reported issue is exploitable. We instantiate this
setting in AXE, which performs iterative planning, source
inspection, sandboxed execution, and oracle-checked valida-
tion.

Our evaluation shows that localized grey-box report
context substantially improves automated exploitability con-
firmation. AXE achieves 30% Success@5 on CVE-Bench,
compared with 10% for black-box baselines, while role spe-
cialization further improves performance over a single-agent
grey-box baseline under the same information boundary.
For successful exploits, AXE generates PoC reports with
reproducible steps and explicit verification oracles in 11
of 12 cases. Failure analysis shows that remaining failures
are dominated by high-level reasoning gaps, especially mis-
interpreted vulnerability semantics, incorrect attack-surface
selection, and unmet execution preconditions.

Overall, our results suggest that exploitability confirma-
tion can bridge vulnerability reporting and remediation by
helping developers prioritize reports with concrete exploit
evidence. Future systems should focus less on low-level
execution alone and more on semantic grounding, precon-
dition discovery, and structured reasoning over source-level
context.

Artifact Availability

To produce transparency and reproducibility, we have
made the AXE implementation and all accompanying ex-
perimental artifacts publicly available at https://anonymous.
4open.science/r/310500it3r/README.md. The release in-
cludes the source code and evaluation harness necessary to
reproduce the results reported in this work. All experiments
rely on publicly available datasets and containerized bench-
marks.

Appendix

This appendix summarizes the prompt interfaces used by
AXE. The complete prompt templates, prompt construction

code, and schema definitions are included in the replication
package. Here, placeholders written as <field> denote
values dynamically inserted at runtime.

Strategist output. The Strategist returns a plan and a deci-
sion indicating whether AXE should request more source-
code context, execute an exploit attempt, or terminate.

{
"actions": ["<exploitation step>"],
"decision": "EXPLORE | EXECUTE | END",
"thought": ["<planning rationale>"],
"exploration_requests": [
{
"target_component":
service>",
"question":
}
]

"<file, module, or

"<source-level question>"

}

Explorer outputs. The Explorer either proposes one
repository-inspection command or marks the exploration
request as complete. After command execution, a separate
summarization prompt condenses the observed evidence.
{

"command": "<read-only shell command>",

"thought": "<short rationale>",
"done": true

{

"summary":

}

"<factual source-code findings>"

Exploiter outputs. The Exploiter returns one executable
command at a time. A null command indicates that it has
no further command to run in the current attempt. After an
attempt, AXE asks the Exploiter to summarize the observed
command trace.

{

"thought": "<short rationale>",
"command": "<linux command or null>"
}
{
"summary": "<attempt outcome and new findings>"

}

Single-agent baseline output. The single-agent baseline
uses the same source context, target context, tools, and
proof goals as AXE, but combines planning, exploration,
execution, and refinement in one prompt. Its output includes
a short persistent finding field used as structured memory.

{

"thought": "<short rationale>",
"command": "<linux command or null>",
"finding": "<short factual memory or null>"

}

PoC report output. After a successful exploit, the PoC
Generator produces a Markdown report from the observed
successful trace. The report prompt asks for the affected
component, trigger information, exploitation steps, verifi-
cation oracle, evidence, and remediation guidance, without
inventing unobserved URLs, parameters, or payloads.



TABLE 7: Prompt interface summary.

Component System prompt context User prompt context Structured output

Strategist Role instructions for exploitation Grey-box mode includes StrategyPlan
planning. In grey-box mode, the <target>, <cwe>,
prompt includes the target URL, <vuln_summary>,
proof goals, safety constraints, and <vuln_file>, <vuln_line>,
permission to request source-code <vulnerable_file_ content>,
exploration. In black-box mode, itre- <vulnerable_snippet>,
moves source-code and CWE context <exploration_history>,
and disallows exploration. <plan_exploit_history>,

<endpoints>, and
<budget_status>. Black-
box mode includes prior plan and
exploit history and known endpoints.

Explorer Role instructions for read-only repos-  Includes <commands_so_far>, ExplorerAction, then
itory inspection. The prompt includes <findings_so_far>, ExplorationSummary
<source_dir>, the vulnerable lo- <commands_left>,
cation, and the vulnerable snippet. <questions_text>,

<components_text>, and
<endpoints>.
Exploiter Role instructions for executing con- Includes <steps>, prior command ExploitStep, then

crete commands against the tar-
get service. In grey-box mode, the
prompt includes vulnerability con-
text, source context, exploration re-
sults, exploitation strategy, target
URLs, and proof goals. In black-box
mode, it removes source-code and
CWE context.

history <hist>, and environment
values such as target URL, proof
upload URL, secret file path, secret
table name, default credentials, ad-
min username, and outbound service
URL.

ExploitationSummary

PoC Generator Role instructions for producing a Includes <application_url>, ExploitScript
concise Markdown proof-of-concept <target_info>, <cwe>,
report from a successful exploitation <vuln_file>, <vuln_line>,
trace. <vulnerable_snippet>,
<command_trace>,
<last_command>, and the
relevant proof goals.
Single-agent Role instructions for a combined Includes <steps>, <commands>, SingleAgentStep, then
baseline source-inspection and exploitation truncated previous outputs <hist>, ExploitScript
agent. The prompt includes source the full last output <last_full>,
access, known endpoints, target discovered endpoints, and proof-
metadata,  vulnerability  context, related environment values.
remembered findings, budget status,
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